

Linux Interview Questions

1. What is Kernel? Explain the task it performs.  
· Kernel is used in UNIX like systems and is considered to be the heart of the operating system. 
· It is responsible for communication between hardware and software components. 
· It is primarily used for managing the systems resources as well.

Kernel Activities:

· The Kernel task manager allows the tasks to run concurrently.

· Managing the computer resources: Kernel allows the other programs to run and use the resources.

Resources include i/o devices, CPU, memory.

· Kernel is responsible for process management. It allows multiple processes to run simultaneously allowing user to multitask. 

· Kernel has an access to the systems memory and allows the processes to access the memory when required. 

· Processes may also need to access the devices attached to the system. Kernel assists the processes in doing so.

· For the processes to access and make use of these services, system calls are used. 
2. What is Linux Shell? What is Shell Script?
· Linux shell is a user interface which is used for executing the commands. 
· Shell is a program, the user uses for executing the commands. In UNIX, any program can be the users shell. 
· Shell categories in Linux are:

· Bourne shell compatible

· C shell compatible

· Nontraditional

· Historical
· A shell script, as the name suggests, is a script written for the shell. 
· Script here means a programming language which is used to control the application. 
· The shell script allows different commands entered in the shell to be executed. 
· Shell script is easy to debug, quicker as compared to writing big programs. 
· However the execution speed is slow because it launches a new process for every shell command executed. Examples of commands are cp, cn, cd. 
3. What are the Pipes? Explain uses of pipes.
· A pipe is a chain of processes so that output of one process (stdout) is fed an input (stdin) to another. 
· UNIX shell has a special syntax for creation of pipelines. 
· The commands are written in sequence separated by ‘ | ’. Different filters are used for pipes like AWK, GREP. 

· e.g. sort file | lpr ( sort the file and send it to printer)

· Uses of Pipe:
· Several powerful functions can be in a single statement.
· Streams of processes can be redirected to user specified locations using ‘>’ .
4. Explain trap command, shift command, getopts command of linux.

· Trap command: 
· It controls the action to be taken by the shell when a signal is received. 

· Trap [OPTIONS] [ [arg] signspec..]

· Arg is the action to be taken or executed on receiving a signal specified in ‘signspec’.

· e.g. trap “rm $FILE; exit” // exit (signal) and remove file (action)
· Shift Command:  Using shift command, command line arguments can be accessed. The command causes the positional parameters shift to the left. Shift [n] where n defaults to 1. It is useful when several parameters need to be tested.
· Getopts command: 
· This command is used to join the arguments passed. It examines the next command line argument and determines whether it is a valid option or not.
· Getopts {optstring} {variable1}. Here, ‘optsring’ contains the letters to be recognized if a letter is followed by a colon (:) and the arguments should be specified. E.g (whether the argument begins with a minus (-) sign and it is followed by any single letter contained inside options) If not, diagnostic messages are shown. It is usually executed inside a loop.
5. What is Stateless Linux server? What are the features it offers?
· A stateless linux server is a centralized server in which no state exists on the single workstations. There may be scenarios when a state of a particular system is meaningful (a snap shot is taken then) and the user wants all the other machines to be in that state. This is where the stateless Linux server comes into picture.

· Features:

· It stores the prototypes of every machine.
· It stores snapshots taken for those systems.
· It stores home directories for those systems.
· It uses LDAP (Lightweight Directory Access Protocol) which contains the information about all the system to assist in finding out which snapshot (of state) should be running on which system.

6. What does nslookup do? Explain its two modes.
· ‘Nslookup’ is used to find the details which are related to a Domain Name Server (DNS). Details like IP addresses of a machine, MX records, servers etc. 
· It sends a domain name query packet to the corresponding DNS. Nslookup has two modes. 
1. Interactive 
2. Non-interactive

1. Interactive mode allows the user to interact by querying information about different hosts and domains.

2. Non-interactive mode is used to fetch information about the specified host or domain. 

Interactive mode:

Nslookup [options] [server]

7. What is Bash Shell?
· Bash is a free shell for UNIX. It is the default shell for most UNIX systems. 
· It has a combination of the C and Korn shell features.  
· Bash shell is not a portable. Any Bash-specific feature will not function on a system using the bourne shell or one of its replacements, unless bash is installed as a secondary shell and the script begins with ‘ #!/bin/bash ’. 
· It supports regular expressions. When bash script starts, it executes the commands of different scripts.
8. Explain some Network-Monitoring tools in Linux: ping, traceroute, tcpdump, ntop.
· Network monitoring tools are used to monitor the computer network. It is a part of network management.
· Ping: Ping command is used to check if the system is on the network or not. e.g. ping ip_address. When the command is executed, it returns a detailed summary of the host. Packets   sent, received, lost by estimating the round trip time. 

· Traceroute: This command is used to trace the path taken by the packet across the network. Tracing the path, it means finding out the hosts visited by the packet to reach its destination. This information is useful in debugging. Roundtrip time in ms is shown for every visit to a host.
· Tcpdump: It is commonly used to monitor the network traffic. ‘Tcdump’ captures and displays the packet headers and matching them against criteria or all. 
· It interprets the boolean operators and accepts the host names, IP address and network names as arguments. 
· Ntop: Network top shows the network usage. It displays summary of network usage by machines on the network in a format as of UNIX top utility. It can also be run in web mode, which allows the display to be browsed with a web browser. It can display network traffic statistics, identify host etc. Interfaces are available to view such information.

9. Explain the file system of linux. The root "/" filesystem, /usr filesystem, /var filesystem, /home filesystem, /proc filesystem.

· Root "/" file system: The kernel needs a root file system to mount at start up. The root file system is generally small and should not be changed often as it may interrupt in booting. The root directory usually does not have the critical files. Instead sub directories are created. E.g. /bin (commands needed during bootup), /etc (config files), /lib(shared libraries).
· /usr filesystem: This file system is generally large as it contains the executable files to be shared amongst different machines. Files are usually the ones installed while installing Linux. This makes it possible to update the system from a new version of the distribution, or even a completely new distribution, without having to install all programs again. Sub directories include /bin, /include, /lib, /local (for local executables).
· /var filesystem: This file system is specific to local systems. It is called as var because the data keeps changing. The sub directories include /cache/man (A cache for man pages), /games (any variable data belong to games), /lib (files that change), /log (log from different programs), /tmp (for temporary files).
· /home filesystem: This file system differs from host to host. User specific configuration files for applications are stored in the user's home directory in a file. UNIX creates directories for all users directory. E.g /home/my_name. Once the user is logged in; he is placed in his home directory. 
· /proc filesystem:  This file system does not exist on the hard disk. It is created by the kernel in its memory to provide information about the system. This information is usually about the processes. It contains a hierarchy of special files which represent the current state of the kernel. Few of the directories include /1 (directory with information about the process num 1, where 1 is the identification number), /cpuinfo (information about cpu), /devices (information about devices installed), /filesystem (file systems configured), /net (information about network protocols), /mem (memory usage).

10. What are the process states in Linux?
Process states in Linux:
· Running: Process is either running or ready to run.
· Interruptible: A blocked state of a process and waiting for an event or signal from another process.
· Uninterruptible: A blocked state of a process waits for a hardware condition and cannot handle any signal.
· Stopped: Process is stopped or halted and can be restarted by some other process.
· Zombie: Process terminated, but information is still there in the process table.

11. What is a zombie?  
· Zombie is a process state when the child dies before the parent process. 
· In this case, the structural information of the process is still in the process table. Since this process is not alive, it cannot react to signals. 
· Zombie state can finish when the parent dies. All resources of the zombie state process are cleared by the kernel.

12. Explain each system calls used for process management in linux. 

System calls used for Process management:

· Fork (): Used to create a new process.
· Exec (): Execute a new program.
· Wait (): Wait until the process finishes the execution
· Exit (): Exit from the process.
· Getpid (): Get the unique process id of the process.
· Getppid (): Get the parent process unique id.
· Nice (): To bias the existing property of the process.
13. Will it be legal to edit a linux kernel?

· Yes, it is legal to edit a kernel as the kernel is released under the General Public Licence (GPL).

· The kernel can be edited only to the extent permitted by the GPL.

· It comes under the Free and Open source software (FOSS) category.

14. What is meant by BASH?

· BASH is known as Bourne Again Shell. 
· It was written as the replacement to the original Bourne Shell (represented as /bin/sh) by Steve Bourne.
· All the features of the original version combined with the new version which makes it easier and convenient to use. 

· It is adapted as a default shell for the most systems.

15. What is the root account?

· This account is like the systems administrator account which allows the full control of the system. 

· With the help of this account, different user accounts can be created and maintained and it also helps to assign the permissions for each account. 

· This account will be the default account each time you install the Linux.

16. Explain a puppet server.
· This is the open-source and enterprise software used for configuration management. 

· It is an automated software which is used to configure the clients using the code.

· It can do various tasks like installing new software, check file permissions or updating the user accounts etc.

17. Define hard links.
· These links are point directly to the physical file on the disk and not on the path name. 

· It also means that if the original file is renamed or moved the link will not break as the link is for the file itself not the path where the file is located.

18. What type of permissions are required under Linux?

There are three types of permissions:

1. Read – This permission will allow the users to read the files or list the directory.

2. Write – This permission will allow the users to write the new files to the directory.

3. Execute – This permission will allow the users to run a file or lookup for a specific file in the directory.  

19. What is grep command?

· This is a search command which makes use of the pattern-based searching. 

· This command uses the options and the parameters which are specified along with the command line and this pattern is applied into the searching of the required file output.

20. What way can you terminate an ongoing process?

· Every process in the system has a unique process id or also known as pid. 

· To terminate the process use the kill command followed by the pid.

· Use the kill 0 to terminate all the processes in one go.

21. What is network bonding?

· It is the aggregation of the multiple LAN cards into a single bonded interface to provide the fault tolerance and high performance. It is also known as NIC teaming.

22. Define load average.
· It is defined as the average sum of the number of process waiting in the run queue and the number of process currently executing over the period of 1,5 and 15  minutes. 
· Using the ‘top’ and ‘uptime’ command we find the load average of a linux sever.

23. What is Unmask?

· It stands for user file creation mask. 

· It determines the setting of a mask that controls a file permission which is set for the files and directories when they are created.

24. What is Kerberos?

· Kerberos provides a mechanism that allows both users and machines to identify themselves to the network and receive limited access to the areas and services that the administrator configured. 
· Kerberos authenticates entities by verifying their identity, and it also secures this authenticating data, so that it cannot be accessed and used or tampered with by an outsider. 
· Kerberos is a network authentication protocol created by MIT and uses symmetric-key cryptography to authenticate users to network services, which means the passwords are never actually sent over the network. 

· Consequently, when users authenticate to network services using Kerberos,   unauthorized users attempting to gather passwords by monitoring network traffic are effectively prevented. 

25. For what purpose is the MD5 option on passwords used?

· MD5 message-digest algorithm is a cryptographic hash function.

· It is used to encrypt the password before saving it.

For more questions with answers, follow the link below: 
http://www.careerride.com/Linux-Interview-Questions.aspx
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